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CUSTOMER SUCCESS STORY

NEW MEXICO HIGHLANDS UNIVERSITY’S BRIDGE TO THE FUTURE STANDS
ON THE PILLARS OF ITS CISCO NETWORK

EXECUTIVE SUMMARY

CUSTOMER NAME
New Mexico Highlands University

Founded in 1893, New Mexico Highlands University (NMHU)
is a fully accredited state institution offering programs in
liberal arts, sciences, and professional disciplines to
approximately 3200 students. The University is committed to
offering programs that focus on its multiethnic student body,
especially the rich heritage of Hispanic and Native American
cultures distinctive of the State of New Mexico. The main Las
Vegas campus, in New Mexico’s northeast corner is linked
with remote sites in Rio Rancho, Santa Fe, Taos, Raton, Los
Lunas, Espanola, Tucumcari, Hobbs, and Farmington.

INDUSTRY
¢ Education
BUSINESS CHALLENGE

* Converge data, voice and video over a single IP-based
Metro Ethernet network to improve application performance

* Reduce telephony, maintenance, and support costs

¢ Extend network reach to remote sites, high-concentration
areas, and institutional partners

NETWORK SOLUTION

* Cisco Metro Ethernet solution, including Cisco Catalyst
6509 switches, Catalyst 3550 Metro switches, Catalyst
4500 Series switches, Catalyst 2950 switches, Cisco 2600
Series routers, Cisco IDS 4210 sensors, PIX security
appliances, and CiscoWorks management software,
including CiscoWorks LAN Management, VPN/Security
Management, IP Telephony Solution, and the Wireless
LAN Solution Engine (WLSE)

* Cisco Wireless LAN (WLAN) solution, including Cisco
Aironet 1200 Series access points and Cisco Access
Control Server

¢ Cisco IP Communications, including Cisco CallManager;
Cisco VG248 voice gateway, a 48-port analog-to-digital
converter; Cisco IP telephones; and Cisco Unity software

BUSINESS VALUE

* Receives high application performance and quality of
service (QoS) for critical administrative applications and
distance learning

* Reduces annual recurring telecommunication costs by
approximately $200,000

* Creates an enriched learning environment for NMHU
students and partnering institutions

BUSINESS CHALLENGE

Once the premier town on the Santa Fe Trail, the city of Las Vegas, New
Mexico, camps at the feet of the Sangre de Cristo Mountains and reprises its role
as a hub where cultures, ideas, and experiences meet. New Mexico Highlands
University (NMHU) celebrates its distinctive Hispanic and Native American
heritage while connecting students across the state to rich learning experiences
that prepare them for opportunities in today’s world. Building these connections,

however, required replacing three separate legacy network infrastructures.

Over the years, NMHU had created separate networks to support data transport,
videoconferencing capabilities, and campus telephone services. Various network
switches, a private branch exchange (PBX), telephones, and computers were
connected via “thin” Ethernet cable and traditional copper wire. Application
performance was painfully slow. For example, administrative users had to wait
while the screens from NMHU’s integrated administrative application slowly
loaded on their computers. On occasions, the IT team had to turn off network
access for the dormitories to relieve network congestion and allow important

administrative functions to operate.

Not only was performance of existing applications a problem, NMHU’s vision
required an enriched learning environment—one that would rely on powerful
new client-server applications, browser-based services, online classes, and video
capabilities to connect the Las Vegas campus with remote sites in Rio Rancho,
Santa Fe, Taos, Raton, Los Lunas, Tucumcari, Farmington, Espanola, and
Hobbs. These applications demanded what the existing data network couldn’t

deliver—security, high performance, and quality of service (QoS) features.
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NMHU also owned a traditional PBX that provided voice service on campus. Annual maintenance on the system was running approximately $80,000
and the cost of maintaining an analog voice system became untenable when NMHU needed to extend telephone service to the North Campus area of

its Las Vegas site.

“The North Campus area had no copper infrastructure,” says Max Baca, director of Network Services. “Extending telephone service with the PBX
was going to require an upgrade, additional cards, and telephone handsets —approximately $100,000 for only 128 ports.” Baca and his team turned to
Advanced Network Management, a Cisco® Premier Partner, to help NMHU implement a new IP-based Metro Ethernet network from Cisco

Systems®.

NETWORK SOLUTION

Baca, and Tim Harrison and Vance Krier, principal engineers from Advanced Network Management, designed the new network as a robust
converged network. NMHU had recently pulled fiber to campus locations, so the IP-based Metro Ethernet network would run over Gigabit Ethernet
from the core, through a distribution layer out to approximately 50 access platforms. Cisco Catalyst® 6509 switches form the network core, while
Catalyst 4500 switches running Hot Standby Router Protocol (HSRP) distribute traffic on campus to critical concentration areas, such as the library

and labs, over Gigabit Ethernet channels.

Cisco 2600 Series routers provide WAN and Internet connectivity. A Cisco 2691 Multiservice Platform extends connectivity via DS-3 ATM links,
while a Cisco 2621 Multiservice Platform connects the Rio Rancho site to campus voice services over an ATM T1 connection. Approximately 50
Catalyst 2950 switches provide high-speed access in dormitories and to buildings around campus. Separate virtual LANs (VLANSs) carry video

traffic, administrative applications, and wireless traffic.

Cisco IDS 4210 sensors and Cisco host-based intrusion detection system (IDS) platforms secure the network; in addition, all network traffic is routed

through redundant Cisco PIX® security appliances.

“NMHU immediately realized a tremendous overall performance increase—it was night and day,” said Krier. “Because our IT staff is very

knowledgeable and highly competent, we were able to deploy the main network over the summer break. We worked with Cisco to make it happen.”

For two years, Baca had also been exploring IP telephony solutions from multiple vendors, but the solutions he’d seen were premature, incomplete,
or clumsy to implement. The Cisco IP telephony solution, was the only one that was ready to deploy and allowed him to truly converge voice traffic
over the IP network. The ability to simply plug in phones to computers and easily handle adds, moves, and changes was an extra benefit. Dual Cisco
CallManager systems now serve expansion areas and a Cisco VG248 voice gateway integrates with the traditional PBX switch, helping to enable
NMHU to convert analog telephone handsets to Cisco IP phones over time, as budgets permit. Cisco Survivable Remote Site Telephony (SRST)
helps assure high availability, while Cisco Unity™ Unified Messaging allows users to receive voice messages in their Microsoft Outlook e-mail

boxes for easy accessibility.

Complementing the landline phone system is a Cisco wireless network. Sixteen Cisco Aironet® 1200 Series access points provide wireless
connectivity around campus, reaching lecture halls, classrooms, and additional physical areas. A Cisco Access Control Server authenticates wireless
users, which allows faculty members to gain secure access over a VLAN to networked resources and prevents public users from accessing NMHU

data and systems.

Baca and his team manage the entire network using CiscoWorks LAN Management, CiscoWorks VPN/Security Management, and CiscoWorks IP

Telephony solutions. The Cisco Wireless LAN Solution Engine helps NMHI centrally manage all of its Cisco Aironet wireless access points.

BUSINESS VALUE

“The first thing we noticed was the immediate payback from the equipment,

299

says Baca. “When we were fully deployed, people sat up and noticed,

and as we deployed our VLANSs we experienced additional performance.” Administrative users are now taking advantage of more than 80 percent of
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the integrated administrative application’s features—up from less than half —because of the high performance they now enjoy. As a result, they can

register students, perform financial analyses, process financial aid, and handle recruiting efforts in record time.

Users love the new IP telephony system as well. In just minutes, people can access advanced features, and many have expressed their surprise at the
superior voice quality. The high quality also came with high savings. For the same amount of money that would have been required to upgrade the
old PBX system and purchase additional handsets, NMHU was able to pay for nearly the entire Cisco IP telephony solution. When the telephone
system is completely converted to the Cisco Call Manager systems and the PBX is phased out, NMHU will save approximately $80,000 per year in
PBX maintenance costs. As an added bonus, the campus telephone directory can now reside on the Web where it can be easily searched and

automatically updated.

NMHU saved even more from converging video traffic over the Cisco IP network. In the past, videoconferences were carried by satellite, delivering
two-way audio and two-way video. Now, videoconferencing over the IP network helps enable NMHU students at remote sites to join classes

wherever they are offered. Remote sites simply type in the hostname of the remote site and they are immediately placed in the video classroom.

“By going to a complete video over IP solution,” said Baca, “we were able to save $120,000 on reoccurring satellite costs. Not only are we providing

better, robust services, we’re actually saving money.”

All of the network improvements are making network management easier for Baca and the Network Services team. In the past, faculty and
administrative staff needed to work through the Network Services department to plan any moves. Now, moving a phone is something users can do
themselves. They simply unplug their phones, go to the new location, and plug it in. Voice-mail and e-mail privileges are left intact and the phone is

ready to use. Baca reports that people often take their telephone to a lab or work site and plug it in so they don’t miss important calls.

For more serious network management issues, such as security, Baca found that the Cisco network dramatically improves his team’s ability to
troubleshoot and isolate problems. During a particularly nasty virus attack, running traffic on separate VLANs made it easy to isolate the affected

systems and shut off ports.

“We never lost productivity,” he says. “A handful of people had problems with individual desktop computers, but the network continued to run.”
Advanced security features also secure the wireless network. Authentication keeps unauthorized users out while encryption keeps data safe in transit.

NMHU is also able to customize features to specific groups of users, further securing network access.

“The Cisco environment gives us the reach and the power to deliver on our mission, enabling us to become

the premier Hispanic-serving institution.”
— Max Baca, Director of Network Services

NEXT STEPS
By the end of 2004, NMHU’s first IP telephony deployment at a remote site will be completed, improving connectivity and further reducing costs for
voice and video traffic. New management utilities will help enable fine-grained monitoring of wireless connectivity. Baca also plans to further

improve the network’s security features to provide increased protection against viruses and spam.

While continuous improvement is a goal, Baca’s main focus—and passion—is helping ensure that the NMHU network can be a regional hub for
other institutions in New Mexico that partner with the university. The university provides high-tech assistance to Santa Fe Community College, San

Juan College in Farmington, Luna Community College, United World College, the Las Vegas City Schools, and West Las Vegas City Schools.

“We sit in the northeastern quadrant of New Mexico,” says Baca, “and we are strategically positioned to provide support for neighboring institutions

with high-speed connectivity, management tools, and skilled employees.”
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